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[ Abstract] With the development of cloud computing, more and more users store data in the cloud. The traditional plaintext
storage method is not suitable for open environment, and the symmetric encryption is also not suitable for cloud data sharing and
collaborative work. Aiming at the user’s demand for data security sharing in cloud storage, this paper proposes the use of hierarchical
identity —based encryption ( HIBE) , provides standardized identification management, improves private key generation efficiency and
key security management. And imported version number for private key, the method improves the CP—ABE algorithm and improves
the efficiency of attribute revocation. Samkumar’s HIBE and John Bethencourt’s cp—abe toolset is utilized, and after the test and
analysis, the model has better security. The experimental results show that the scheme has better performance.
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Fig. 1 Cloud storage system architecture
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Tab. 1 Security risk analysis of cloud storage
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Fig. 2 Cloud computing security reference framework
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Fig. 3 Cloud computing integrated standardization framework
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Fig. 5 Cloud storage security sharing model diagram
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Tab. 3 Physical server parameters
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Tab. 4 Virtual machine template
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Fig. 6 Key generation time
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Fig. 7 Encryption and decryption processing time
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