F9% F41 F -
Vol.9 No.4

it & M 5 K A
Intelligent Computer and Applications

2019457 A
Jul. 2019

XEHS: 2095-2163(2019)04-0290-03

HESES: TP

MR SRS A

EF Weka L4518 R2L Wi <B4

FREKNI', SKERHE
(1 RUZE 8%, =8 ®L1W 678000; 2 RILZFE BHIE, =& LU 678000)

@ E. RN RSB R Bt 2 I R 2 — i 26 AR AE KDDCup 8 4R 38 J1] Weka XFRFIEJ&

PEFEAT 73 HT 4248 45 R R A [R) s MEARRAIE ] I 5%
KA : Weka; HAZH ; Fribm s ST

Analysis of R2L attack association based on Weka platform
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[ Abstract] Unauthorized access attacks of users on remote hosts are one of the types of network attacks,which occur in KDDCup
datasets. Weka is used to analyze the characteristic attributes,and the mining results show the relationship between different attribute

features.
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Fig. 1 ARFF format diagram of R2L attack type
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Fig. 2 Visualization of R2L attack types
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Tab. 1 Result of association analysis mining
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1 num_compromised =“( —inf-12.666667 ] 1123 = => num_root="( —inf-18]" 1123 conf: (1)

2 num_shells ="( =inf-0.666667 ] * 1123 = => su_attempted ="( =inf-0.333333]" 1123 conf: (1)

3 num_shells ="( —inf-0.666667 | * 1123 = => num_root="( —inf-18]° 1123 conf: (1)

4 num_root ="( —inf—18 ] * num_shells ="( —=inf-0.666667 ] * 1123 = => su_attempted = "( —inf-0.333333]° 1123 conf: (1)

]

5 su_attempted = “( =inf-0.333333 ] * num_shells = "( =inf-0.666667 ] * 1123 = => num_root="( —inf-18]~

6 su_attempted = “( —inf—0.333333 ] * num_root ="( —inf-18] " 1123 = => num_shells="( =inf-0.666667 ] 1123 conf: (1)
Ik

7 num_shells ="( —=inf-0.666667 ] * 1123 = => su_attempted ="( —inf—0.333333 ] * num_root ="( —inf- 18

1123 conf; (1)

1123 conf: (1)

8 num_failed_logins ="( =inf-1.666667 ] * num_compromised = "( —=inf—12.666667 ]~ 1122 ==> num_root="( =inf-18]" 1122 conf: (1)

9 num_failed_logins ="( —inf—1.666667 ] num_shells ="( —inf-0.666667 ] * 1122 = => su_attempted = "( —inf-0.333333]° 1122 conf; (1)

10 num_failed_logins = “( —inf-1.666667 ] * num_shells = "( —=inf—0.666667 ] * 1122 = => num_root="( —inf-18]" 1122 conf; (1)

11 num_compromised ="( —inf—12.666667 ] su_attempted ="( —inf-0.333333] " 1122 ==> num_root="(~inf-18]" 1122 conf:(1)

12 num_compromised ="( =inf—12.666667 ] " num_shells ="( —inf—0.666667 ] 1122 ==> su_attempted ="( =inf-0.333333]" 1122 conf:(1)

13 num_compromised = “( —inf—12.666667 |~ su_attempted ="( —inf-0.333333]" 1122 = => num_shells="( —inf—0.666667 ] 1122  conf; (1)

14 num_compromised ="( —inf-12.666667 | * num_file_creations="( —inf-=7]" 1122 ==> num_root="(=inf-18]" 1122 conf: (1)

15 num_compromised ="( —inf-12.666667 ] * num_shells ="( =inf-0.666667 ] - 1122 = => num_root="( —=inf—18]° 1122 conf: (1)

16 num_file_creations="( —inf—7 ] num_shells ="( =inf-0.666667 ] * 1122 = => su_attempted ="( —inf—0.333333]" 1122 conf; (1)

17 num_file_creations ="( —inf—7 ] - num_shells ="( —=inf-0.666667 ] * 1122 = => num_root="( —inf-18]" 1122  conf; (1)

18 num_failed_logins = “( —inf-1.666667 ] * num_root ="( —inf—18 ] * num_shells = "( —inf—0.666667 ] * 1122 = => su_attempted = "( —inf-0.

33333311122 conf: (1)

19 num_failed_logins ="( —inf-1.666667 ] * su_attempted = “( —=inf—0.333333 ] * num_shells="( =inf—0.666667 ] 1122 = => num_root="( —

inf-1817 1122 conf: (1)

20 num_failed_logins ="( =inf-1.666667 ] * su_attempted = “( =inf-0.333333 ] num_root ="( —inf=18]" 1122 = => num_shells ="( =inf-0.

666667 ] 1122 conf: (1)
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