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[ Abstract] With the rapid development of technologies such as cloud computing, big data, and Internet of Things, people have
enjoyed the convenience brought by technology. Wireless Medical Sensor Network ( WMSN) technology is one of the typical
applications of IoT technology. However, Wireless Medical Sensor Metworks face many challenges, and how to quickly and
efficiently authenticate the signatures uploaded by sensors to the server has become one of the most urgent problems to be solved. In
this regard, an improved certificateless aggregate signature (CLAS) scheme is proposed, which can perform batch authentication of
the signature of a message in a Wireless Medical Sensor Network, and the number of bilinear pairing operations does not increase
linearly with the number of the users in signature verification. The analysis of the correctness, security and efficiency of the scheme
shows that the proposed scheme can perform batch authentication of a large number of sensor message signatures, and this scheme
can effectively resist enemy attacks, with high security and low computational overhead.

[ Key words] Wireless Medical Sensor Networks ( WMSN) ; Certificateless Aggregation Signature( CLAS) ; batch authentication;
privacy protection
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FUBRAA AT B I UE TR A B AR SR A
A REATA, WG G B 7254 FE T ID 1)
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Afei A B S RE T SR IR R IR
Ko TCIERERA 24 (CLAS) ¥ TGHF 15 25 i 4 ] Fl
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TR, O HA SR T 282 Wik i 53 5 17
fitt ¥ 485 45, e ) 38 T 9% U A2 PR A9 D) 2% BR 5
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E
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1.1 Xkt

WG, A—D R EREL g WINEIEARE, P I
HEWNTT; G, AR B EAGIRRE X LB . e
G, xXG,—~G, HizWhs e LIS 3 &M,

(1) WL, WEE PKY € G, #H
e(P,X+Y)=e(P,X)e(P,Y), HXMIEEMN a,
beZ ,Wike(aP, bP)=e(P, P)" =e(abP, P)=
e(P,abP)

(2)AEBALIE, FETEX,Y € G,, e(X,Y) # 1,

(3) AHEM, fFEX,Y € G,, e(X,Y) fEWS
I — A Z WU R A TR R
1.2 REZEZEX

RG24 A R AT R BT R AN R R
Oy —ANEHE L (PKG) L n N4 H
VRN EDRE Ry N = RN N A S = RN S
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.

1.3 CDH [g&

WG BT NRE g WIMETEIRE, BEHLIEI o,
beZ ,XTHENP,aPbP € G, Kfft a,b,P &
Z2 I ) AN RE R DR Y RISE DR, 78 CLAS 94
AR PR R OU T S 2 RIUGE A,
A, TElRIRRE G, P BEHLEITHS Diffie
Hellman ( CDH) [R5 45 (P,aP,bP) , $IRE C 5
A, B A, TN AP ¢ FTRARIAT A, 803
A, f#d CDH [a)f8, 115 a,b, P,
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( Aggregate—Sign ) A% 424 KL ( Aggregate—Verify )
BB, ks ] ERERIR AR,
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(2) LR — 8 s e 2,7 1R MS I E%
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(3)PEHL 4 DS RELH, . 0, 1} —G,: H,:
[0, 11 =G, hy: 10,1} —=Z ", hy: {0,1{=Z~

(4) NI ARG SE params = (G,,G,,P,e,q,
MS,,, H,Hy, hy,hy) o
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(2) B A 3% ppk, ) MSN,,
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(2)WE sk, = {ppk,, x| YEREH;
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(3) Bl
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(4) IR (1) Bar M2 24 6,5 WERA R
S AR A
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Toikfde AR A CLAS BERS IS T A, B91H
W

Setup : C FEHLEER 1D, VB AR RAL AR S H
W&y, % MS,, =0, =aP, PHERGSH params =
| G, ,6,,P,e,q,MS,,, H H,,h, ot o

H, - query:C #EI— 1503 L L™ W858 R
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BRI, C fde LY RS AEE T (ID,,05,, &,
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B, C Kty L' R B AL TCUL (D, pk, R, o) 5 AN
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B.) s W AFHE AR B, A5 N, C FMLIEHE B, .
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BRI A, A7 (m,, ID,, pk,, R,, B;) & L,

Reveal — Partial — Private — Key queries ; C 4E3
FUFR L, L (D, ppk,) B, L7 TR IOTR VA E
NAs L MAPETII, C B AR ID, = 1D, AN
R Fith - (CGRRIZER A /W, C KA o
HIETAFAEICAL(ID,  ppk, ) 3 ARATAE IR B ppk, &
A I, C BN L7 thIEROT (ID,, 6, &, Q)
HIHL ppk, = 8.MS,,, = ad,P. Rl ppk, & A, FEA#
(ID,, ppk,) @LMO

Reveal — Secret — Key — queries ; C 4E47 %K L*
LW (ID;, x,) MR, LY HOUE MR (E NS, 24, DL
Bk ID, EAF RS, C B ek 245 ID, = ID,;
WA ARAT it W, C kA — DT R BAAAE T
(ID, ,x;) " WRAFHE iR M v, A, B, C BEHLLE
Pex,, Rl w, A, i~ 2(ID,, x,),

Reveal — Public — Key queries:C 4E315) 3% 1,
L™ W1 (ID; pk,) #RG, L hITRWIIRIE S, 2 A,
VL3R 1D, AT IR, C 1 s E R A — Aol
(ID,, pk,) BAEAET IF o A TEpk, , 3R 9] pk,
A AW EE LORE x, IEIFE pk, = x,P, R[]
pk, A, AHE(ID,, pk,) 2 L,

Replace — Public — Key queries: *4 A, UL Gy K

(ID,, pk," ) HEATEIAIAE, C MBI L Hak L pk, *
BACILI AN pk,

Sign — queries: ™ A, LB ID, , NN pk,
HEN m, AR, C o5l L, L, L &
L 18%)e,, Q,, U, o, MB,, CHEHLESE,, I HiTHE
R = rPi#ie = 0,CIHHV, = 8,aMS,, +r.MS,, +
B.Opk,, RIA1 S, = (R, V,) E A, AFNHE m, 1%
2

Forgery i) , A, FIHTH B B3 AP (m, ™,
ID,”, pk,”) Hith— M hEWREZEH S = (R,
V'), MR e, = 0oL, A, ks B AR —
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Phits %544 Iy 250 2 LA S5 2K
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RS RT
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i=2 i=1 i=1
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W

EIE 2 WURAEPEIREE G, H Y CDH PR XfE ] 2
Toikfe AR AP CLAS BERS IS T A, B91h
WA

IER S AL S e B 1 AR, A FA
4 TEEESHT
4.1 ZEFHTEE

B X HF % T LA A B AEREAL T 5 HLEBS R

> B OP) (8] o) !

HITCIEB R A% 44 17 % (CLAS) W24 29 5 Filia &
T8, IR Sl i Bk AT TR LA, PR
A 5O 6 R 3 55 8 Ubunta 18. 10 I A7
1 024 MB, T 4 Bic & & Inter (R) Core (TM) i5 -
7500U , E45°M 3.4 GHz, AT K 8 192 MB, 5 /F 3145
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AL [ 4 2 Pl e LS RE T A B A 2 SR T = A
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HAEENLE L,



132 /ORI B NS5 NMOA

510 %

R1 HSRTE
Tab. 1 Symbolic representation
755 E X
P XX IE B
S G, FE bR feIE
H 10,1} * =G, * WY hash 88
L G, PRTCR K

BB R HATEIER 2, 20 (n = 5)
TETCUE 5 5 & 25 4% B0 Uk ik P rvizs S i ) T8 ) 0 Lo
W3, RBIR, A SCHIER) CLAS J5 Rz I/
FHEFE T,

x2 EEBEEHITHE
Tab. 2 Each cryptographic operation execution time
BRER ShHEFEZEH HWAER P XiE%
Ff B8]/ ms 5.571 0.330 5.624
R3 CLAS FREHME L

Tab. 3 Comparison of calculation time of CLAS scheme ms

S PAES PAESH RE%4
A Eana BHIF
cwz!™ 22.945 34.622 80.515
LYx!® 22.614 28.727 79.331
DHW!®! 22.944 34.628 80.516
LIVAVARM 22.856 29.057 75.661
ESIE S 22.556 28.674 71.473

4.2 ZREMITEE
W& A, FLA, BIFPZSRL Hod B, R
WMt , B, FRsmIT, SP FKon T w4,
CLAS JF &L aMXT LR 4, itk 4T LIA W,
XF B TUAN T 58, AR SO et 1) 7 58 B A MR35
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F4 CLAS ARZEMITLE

Tab. 4 CLAS scheme security comparison

B, B, B; SP By By, By SP
B R i - S R i+
xikl1z] 2 2 B & 0 # # # &
Sewkf13] o2 o2 2 o om A/ & f &
E S W N T N I

5 #RiE
TCUE 2 A B AR fp ke 1 23 R 25 T A ) ik

TR SRR PO R, 3R 2 A A

AR IEEEL RGN —1NES, AN RS

JE A AT B IR, BORAE 5 148 44 R I RIOK

ASCHR I T 22 4 R RN ] T Jo 4k B 7 AR It I 4%

Y TCUE 55 A5 4 07 58, 0 8 FLAS TR 5 4T

il F R B 2 A BOR XA A, I HAZ07r RAEREHL

TS HUSTRL T IR G2 22 4 0, i o S0 8 sl

ATy SRR B 1 A AR Y38 ST B A

S HOE T R BT (G %
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