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Research on privacy preservation algorithm based on chaos in IoT
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[ Abstract] In the application of the Internet of Things, various objects can be connected with the Internet of Things, and people
can get convenient services. however, User privacy information may be leaked in the process of information transmission, how to
solve this problem is widely concerned by people. This paper deals with two problems: one is that the preliminary work in the
privacy data life cycle needs to be strengthened; the other is that user participates in hiding the data and dynamically selects the data
that needs to be hidden. The research presents data need to be encrypted according to user requirements before data acquisition. In
this paper, a lightweight encryption method " digital watermark security package structure" is designed for privacy information
hiding. This method is based on discrete cosine transformation ( DCT) and chaos algorithm, and hides privacy information in
frequency domain of image carrier, The specific embedding position of privacy information is adjusted dynamically by using chaos
algorithm to generate random numbers and the relationship between human visual characteristics . Moreover, if the initial value and
parameters of chaos algorithm are cracked, it can lead to privacy information being cracked, so the random number position
generated by the chaos algorithm can be further self—created to select the hidden position. Thus, the illegal interceptors cannot
visually detect the existence of the hidden information, nor can they decrypt the user’s content. Simulation results are analyzed from
three aspects such as concealment, hiding capacity and robustness, showing that the algorithm can achieve encryption and decryption
of privacy information,and the processing time is short. The privacy information can still be obtained by attacking it,and it is more
secure and reliable compared with direct transmission of privacy information.
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Fig. 1 Internet of Things terminal information hiding structure
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Fig. 6 Digital watermark security package structure
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Tab. 1 Information extracted under attack and PSNR ( embedding depth is 2.0)
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