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Research on domain name resolution technology based on IPFS

LIU Shuyan, ZHAI Jianhong
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[ Abstract] Since the DNS design did not consider its security factors at the beginning, its vulnerability is increasingly exposed.
This paper uses IPFS technology to build a new domain name resolution service. The domain name resolution service is simplified
into a two-tier structure of root and top—level domains, reducing the number of queries. The resource record file is uploaded to the
IPFS network, which is a distributed network based on content addressing, and can permanently save the uploaded file and reduce
the delay by transmitting the resource record file from the neighbor node using the P2P transmission protocol. Aiming at the security
issue for domain name resolution, a signature verification mechanism has been added to form a trust chain from a parent domain to
a child domain using an asymmetric password, and the security problem of domain name resolution could be effectively solved.
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Fig. 1 Hash function diagram
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Tab. 1 IPFS node properties

IPFS 95 g B E
<ip> 172.104.139.115
<id> QmZeEq2QTWU9Im419eiz2zbSPdYrSE3v7qX1ZmCHXgBtFkh
<addrs> /ip4/172.104.139.115/tcp/4001/ipfs/ QmZeEq2QTWU9IM4t9eiz2zbSPAYrSE3v7 X 1ZmCHX qBtFkh

<protocolversion>

ipfs/0.1.0
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Fig. 2 File block Hash schematic
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Fig. 3 IPFS network structure diagram
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Tab. 2 root_file format
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Tab. 3 DomainFile content format
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Fig. 4 Domain name query flow chart
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Tab. 4 root_file file structure
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Fig. 5 Chain of trust
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Fig. 7 Domain name analysis experiment results
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Fig. 8 Query time without signature verification
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