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Research on user intrusion detection and
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[ Abstract] This paper studies and designs an intelligent detection module for network user intrusion behavior, which is divided
into three stages. First, in the detection phase, the network information security defense system is combined with the deep learning
theory, and a long—short—term memory artificial neural network (LSTM) algorithm is proposed to solve the detection problem of
the intrusion data. Compared with the convolutional neural network (CNN) , the ACC value and the F, value have been significantly
improved; Second, in the management and control phase, the Huawei eNSP simulator is used to simulate the real Huawei network
equipment. After the network connection passes the first stage, the detection result will be generated. If the detection result indicates
that the network connection carries the potential intrusion behavior information, a pre-—trigger will be triggered. Set up a Python
script, apply Huawei Access Control List ( ACL) technology, and use this script to issue the latest configuration commands to
Huawei devices to achieve the effect of management and control, and send email alerts to device administrators; Third, in the
display phase, a display platform is created using the Django framework, and the network connection information that has been
successfully intercepted is displayed on the platform in the form of a list. The device administrator can log in to the platform,
according to the blocked network connection displayed on the page, specific information is provided for further analysis and
processing of network connections.

[ Key words] intrusion detection; LSTM; Huawei device management; ACL

0 51 &
WEE Nt St B E AR 1Y & B2

T, AR SO & AEBT 5 AT R A% 2 1) I 245 22 2= By 37
B AR M 248 22 R REAL BT AP B, DR E fil

MR T & AN ST 1 SR AT fe] S A 7E
R i B RS S AP AERUE P, BRI H AR
T A R , e ) BT B (R TsevE =2k DL R il
PSR A JUHAE YA R BRI =T, B
HE‘JCF?.\\LQEI—]f\gﬁ*ﬁﬁﬂ%ﬁﬁﬁ/\/\%u

4 NG 2R T P E R, P
1, N T A HE (Artificial Intelligence , A1) H #7 h &.
QI % NEE b N B e 2 TS R s K iR
BRGNS LA R G R R By ),

R TR 20 O b A B IS N TR 28 1 25
Long Short—Term Memory, LSTM ) , il i3 i FH i 24 #f
24 LSTM FERY b4 #E N 2% F P A ARAT A A DA
Y SEBUTE AT W TE AR T A A7 S 1 I 45 32 4 A
(DI RE ; 38 I FH AR U Tl I 1136 (ACL) FAR
h{W'J SR GBI E A G, SE e X AR

TR REALE T IIRE . XA BRI AT LUBA DR M 2%
ﬁﬁFTE%FﬁWJE"Jﬁﬁ%T FE f% X ELIGC 1) v A7 7 1Y

SR AT AT S A WA RN s T R AT

EEBN: B E (1995-) , B a5 A: , FEMR T AL E ST FRENLEA

KB 2019-11-15

of IR LML Ko E 2 @ F ik 5 S A



246 B o /5 M5 MM

(4 RIS, i o T N 45 22 B B (353
1 BAXEAREER
1.1 BRMEMLE

VT BEAE SR R FE 27 2] Hh (1 45 BRI 22 I 2% (CNN)
BORMSE S , AAAETH NG 3 F RS54
TR ML A 5K 80, W 7 5 A B 5 400 ) R
SR AR g B R R, AF T
— I TR 2 ST AR CNN B A 25 R B T i A2
AR I BT 3 Z 50 B i 52t T & R
JZ2 S MAR)Z A E B, T SR IBURR Ak o X H
TR, ER 502, X 2 PHNEHEZEZ
(] F0 755 RPN A i i e, R e SO vh — 380
BT s AE B R AT SRR R 5 48 AT LA ASE R g 224~
T R IR (R R R A N T Y 2 80E
T

CNN AL YN 2575 XA 2 A, B 117 6] 44 5% F
TG4 o SRS AL S 1Y Y R 2 AL, BT A4 Hh A
P Y A SR BRI, L RE 05 47 0 B TR 2 IR Y B
FRHIE  BLAE CNN B 28 )0 TR BE 2% ) Ty i
A RERE Y (S QERIUK R R
1.2 BERBERLEK

BB 28 W 265 (RNN ) 146 sF ) A9 E 2 5 ) A5
TG M8 5 22 v e — AR [F) A9 I 1]
B RN Wr AT IR PR A VA PR | B — > Y T )
R 2= FR R A - — i 220 2 i s R 2 2
TS 2205 A BRSSP g, 3 Mo Ry 9 295 4 il
RNN Y A] PSRRI v ) 255 4 AE , 10 RE A X B
AHOCHR B RFIE A T2 408 .

KA DAL N T 28 A58 (- Long Short —
Term Memory, LSTM ) I RNN Y — i 728 A A5 1Y
W4 R T AR P RNN B JE 1k b B 51 LA
Ko T AR KR G ] J8L, T.STM 55 10 45 M T 4 22 o0
(cell) 4544, 7F RNN H 8 f9 SE At 13 B 1T ]
AT TUA S R T = A5l BE T 14540, A
VeREH O B B BR (5 B TEOR B 17X BT iR B
BTN VAP = A SR 2 i e T T 1] /W 3 € s N )
BT, LSTM BEAYHAK Y N FREE#4 an &l 1 s .

LSTM A By HAR TAR JE B AT D)y LR A A0k
FoR 0,

fi=o(Wx, + Uh,_,), (1)
i, =0(Wx, + Uh,_,), (2)
o, =ad(Wx, + Uh,_,), (3)
u, = tanh(W'x, + U"h,_,) , (4)

10 &
cf:cf®ul +Af; ®ct—1, (5)
h, =0, ® tanh(c,). (6)

Horr, Wt we W 4 DS ARTERCEE; o
tanh 7R [TE R rf 2 Tl 0 RAC TEHE— I 20 1,
TR YA A LS B sk, Rom E—R 2R TR
FeU = AR AS 5 B @ Fom LR Rt s 1,
FRFERIDIER G HPR S T BEHIE B BT ¢
THIATEAL PRSI A5 B0 Rt 1] o, 62
DA s u, FARHPIET ZOR B B — 2 AR AE
Ksh, MR 2 b 35 e 2% A3 R — B 20 AR S
=35

F.So

[
|4@HJI.H |

1 LSTM A AL
Fig. 1 Internal structure of the LSTM model
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Fig. 2 ACL technology example
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[ R1Jacl 2000

[ R1-acl —basic —2000 ] rule 5 deny source 192.
168.1.1 0

[ R1—acl-basic—2000 ] rule 10 permit source any
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Fig. 3 Ping IP interface of host PC1
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Fig. 4 LSTM-based user intrusion behavior detection model
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Tab. 1 Hardware environment configuration

[ [[RER A
BAERSE Windows 10
AEPEZE Intel(R) Core(TM) i7-8750H CPU @ 2.20 GHz 2.21 GHz
B NVIDIA GeForce GTX 1060 6 GB
T 5 SSD 512 GB
A 16.0 GB
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Tab. 2 Experimental detailed parameters
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Tab. 3 Experimental results of different network layers

LSTM JZ2%( ACC/% FNR/% FPR/% F, — score/% F-YJR[il/s
12 97.2 2.77 2.87 91.8 56.34
15 98.3 2.69 2.37 93.5 68.75
18 96.5 2.92 2.88 89.7 79.26
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Tab. 4 Experimental results of different network model

ACC/% FNR/% FPR/% F, — score/% Y-HIRt[E]/s
CNN 91.9 3.81 4.06 87.6 95.60
LSTM 98.3 2.69 2.37 93.5 68.75

H1% 3 M3k 4 b kB, 36T LSTM BRI B

B 45 2 HOR S R 15 2R SEE0 AR e e
(), BV AAZAT SR R 0 %) o A e i 1
35 BENAXH

Bt th—AS SR ENEL, T M2 P A=A T
e IR TR 5 4 R 1 4 245 - I FH RS2 36, I 28 1 F
e s fis .,

B 5 i&&NAREMERH

Fig. 5 Device application experiment network topology
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Fig. 6 Analysis result management page
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