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Chrome-debugging—protocol-based vulnerability detection method for
V8 JavaScript engine embedded in Chromium Web browser
QIN Mengyuan, FU Zhongchuan
(School of Computer Science and Technology, Harbin Institute of Technology, Harbin 150001, China)
[ Abstract] In order to solve the problems of detecting vulnerabilities hidden inside V8 JavaScript engine, which is embedded in
Chromium Web browser, and to overcome the shortage of traditional log method, the paper analyzes the Chrome debugging
protocol, and proposes a new method based on the protocol. The paper modifies the implementation of Chrome debugging protocol
inside target Chromium Web browser and uses them to overcome kinds of limitations existed in the traditional log method. The paper

uses certain modified event APIs and inserts Hook functions to get information, therefore guarantees instantaneity and accuracy, and
makes a great improvement in received information. The experiment result shows that the Chrome - debugging — protocol — based

vulnerability detection method can effectively help locating vulnerability position inside V8 JavaScript engine, and improve the

efficiency.
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Fig. 1 Main modules of Blink render engine and the work flow
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