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[ Abstract] With the development and popularization of network application, network traffic and network scale increase rapidly,
resulting in massive data making the security management of network application traffic more and more difficult. The traditional
application flow recognition method based on port and load can no longer meet the precision requirement of identification. In this
paper, aiming at the problem of network application stream recognition, a semi— supervised learning method is proposed and

implemented for unsupervised data identification clustering through the research of a small amount of existing identification data, and
the labeled method is used to assist the identification. A large amount of training data can be provided for subsequent supervised

learning.
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Tab. 1 Comparison of methods of network application identification

HER AR WtE s i )
mRREE R {(iS {(iS i
w@ripalE —m LliS {(iS &
FHERINE & — — fi
[LEATE [ = 5 fiE

2 HIEBERRE
2.1 BINEIERIS LR

PEBEE N TR RE & R MLER2= T Tk e &
BCR #5 ST i e ) B Y B vk, R T UOR R AT
SRAREAIE ) 5 1 A A5 1 FH O TR ) 1 o A 3 K K 4
Tt LSRR T LA 2% 2T R R O vk — e
BT UG, e B A R EE sk
B B HARERAE 4 | 3 2 X R AE 4 S 1) iR AR A
YIAAEARLFIES 3 B A o T, RIS i 4
TR 1l B2 PRI, (I 2R 45 R 31 M 1
RIRBA . 2 H AT I IR | X 2% I H &
W24 BB . 2 ok 2 | A PR 1Y /R
TEC 2N RESE A HAE Ny 2 A P 2% i i AR &,
H3h & FHRARFHEE G AR E B2, i HA LY
S5t PN O £ B R AR TR T AR A K M R, BT LA
I -5 V2R bR R e AR 8 0 AR bR R £ s 2>
Z XD FETT MR 2 ST (M 2 W 4% 43 S AR AR ME 1 4%
D B AR R I 2 AR e R IS B . PRI UL A
G T MBS ) SR A 2 LA B A S T ik
BiE BB T 3 Ao A TG W A ) SRR AR R 1Y
FEhth b, P M 2 2 ST A AR B
2.1.1  FETH T R R P

A SCYN AR B AR AT DA R AT 25
2 peap SCHF, MRS U2 SIS AP -R AT peap
K, BT SERR M g S B 2t A, N R
HSRAN S B AR S BRI 28 v, ol T B 47 b U
[ IR B e e e S LT £ GV 5 e v

TESZ B %) X 48 107 FH 53 A v, 09 30 22 B8
LT FE— G I T N TR RE Y 2 A ip i AR ]
iy 1 — i FUEAF — K, X (A5 AT DU b % o2 i1y
HETHE B[Rl — G peap W T A R HH g B0
PRk, I 0 A7 O R B, AE AR A58



552 AT, A TR B T B A N TR B TS 357

AR T Y DX AR key AOTTIRA N
key = str(ip.src) + str(ip.dst) + str(port.src) +
str(port.dst). (1)
TE—A> peap 1, B —DEEAL, Kt HEH
key {8, R4 key (ERFAH R SR PR — . 2K
PR R P PR WL IE 1,

key1 BA%1] key nBA%

HR A keey (EVC L

ip.srcip.dst

port.src port.src

b PR
El 1 peap HIERPHE
Fig. 1 pcap data stream splicing

2.1.2 BRI

AR R L B B 285 28 WIESEARAT T B Rt
TAR S o AEIEAESE BRI 2% R AR A ORI TV
RS AR AN AR BR AR FEAL | R IO e B S )
RO, [ AR 22 56 U0 B R ik AN BE AT D o e AR B 4%
AR AR, 100 5 T 200 6 B 4RI o AN fiE
PR N

T fifp DR A QR R IR, AR SO AT 1 s
T SCHE NGRS A, 3 WL e B, 0 it Dt
SR N BT, i 2 Ao BRI B R
W e R B T 0~255 ARy, ELAR 4 X0 1K BE
PR P K BB BB, (8 R 2~ O A7F 5 B
BWEEN 325, i H., i T a R AR A Bl
AN BB R/ M ), LR B
ANBECHREAL AR [ RS | B8 A SCAE D Rk

T SO A AR SCHE IR 8 o — 4y
(B L DVASE LD AAER s 2 3 ALk ST BORONEIES
B AR U PR IEA T L, s 2 Bs , R AR TR Y
7 FHZRAS, WP 2 (a) 5 (b) 2124 QQ #H BB, B
A AR B PR 5 T AS () 18 97 P 248 7R ) 800 7 i i S
PRGN 2(c) Bz, 51T 2 4> QQ FHRAFTEHR )
ZE5t BT LM PSR SCOOT 2 Al AT 00, e, A6 SC
KL 1=4 1B BTG A 04 B B A T, BOF 5 0 1) 3 4%
AR B R 2 PSR R R Bk A
MERAE R 25 ] U JF X5 TCP Sk i & push {7
ALHC N v B IR 55 4 O 18], LR 3 12K tep

TR/ N IR 55 21 % 7 i -2 2R/ N2 T
B AR AT GE Tt 0 A . 181 3 BERIE R T QQ
R 55 oAt udp 7 FH AT SO B A0 B GE T X
Horp E SR AR AR QQ IR 18 (AU
B udp W], S5 WL, FERT 50 Kili L K EEX L
b RHARRE N TR A AR LM, 5 g IR, T
FEBET A HE R IR T T R R KRB,

(a) QQIHE (h) QQIH.E (¢) HE udp N H
Bl 1 Hell i 2 GEES

(b) QQ message

data stream?2

(a) QQ message (c) Other udp application

data streaml feature image

E2 QQEIX5HETE udp i AR4HER FXitt
Fig. 2 QQ chat with other udp applications

1000
800
600
400

200

0 5 10 15 20 25 30 35 40

X
B3 QQHIXEHTE udp A 50 #BEBEKESIT
Fig. 3 Top 50 packet length statistics for QQ chat and other udp
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Fig. 4 Self-encoder implementation structure
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Fig. 5 Compressed dimension selection and restore effect diagram
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Tab. 2 Statistics of clustering results
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Fig. 6 The results of clustering accuracy
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