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A simulation study of low-rate
distributed denial of service attack against BGP sessions

ZHANG Yuanliang, ZHANG Yu
( School of Computer Science and Technology, Harbin Institute of Technology, Harbin 150001, China)

[ Abstract] The low —rate distributed denial of service attack is a difficult method to detect and implement. According to the
characteristics of periodically sending a large amount of attack traffic, this paper studies the feasibility of attacking BGP sessions and
various attack parameters. Because it is difficult to conduct attack experiments on real BGP routes, this paper simulates the attacks by
simulating the network. Firstly, the zombie scheduling scheme and bandwidth limitation method in the virtual network are explained.
Then, various attack parameters are tested before the attack, the parameters are determined. Finally, simulated attacks are made, and
the results of the simulated attacks are given. The simulation results show that in the case of limiting the network bandwidth, setting
the appropriate attack parameters and the period of the low-rate distributed denial of service attack within a certain period of time can
achieve the attack effect of interrupting the BGP session.
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