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[ Abstract] In cloud computing environment, if the network isolation mechanism fails and malicious tenants break through the
A

border to initiate illegal access, data assets and privacy in the cloud will face enormous security risks. Therefore, this paper proposes
a full-cycle security audit system oriented to isolation boundaries in cloud computing networks, in order to find out the security
threats of isolation failure in the cloud in time, so as to enhance the security capabilities of cloud platforms.
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Fig. 2 Network isolation equipment
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Fig. 3 Audit system for network isolation
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