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A method of privacy risk assessment in user continuous query
MA Yongdong', WANG Wentao', WANG Yinkuan®
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2 Shanghai Aerospace Control Technology Research, Shanghai 201109, China)

[ Abstract] The assessment of user privacy risk is of equal importance to user privacy protection. However, research on user query
privacy protection has attracted widespread attention, and there has been very little research on user continuous query risk
assessment. Among them, continuous query is an important performance of the query, and the user’s continuous query privacy risk
assessment can make the user’s query privacy effectively protected. Therefore, this paper proposes a scheme that can dynamically
evaluate the privacy risk of users” continuous query based on Hidden Markov Model (HMM ) . By analyzing the important features of
users” continuous query, the privacy risk of users” each query is evaluated in a probabilistic manner. Finally, in order to verify the
effectiveness of the method, AOLs real user query log data is used for analysis and verification. The experimental results show that
the method has high risk assessment accuracy and the evaluation time meets the actual user query requirements.
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