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[ Abstract] In order to improve the accuracy of wireless network for mobile terminal advanced persistent intrusion detection, a
network intrusion detection algorithm based on symbol envelope amplitude extraction is proposed. An advanced persistent intrusion
detection algorithm for mobile terminals in wireless sensor networks based on symbol envelope amplitude extraction is proposed. The
symbol transmission channel distribution model of wireless sensor network is constructed, the symbol envelope amplitude
characteristic quantity of wireless sensor network transmission symbol is extracted, and the fusion clustering processing is carried out
according to the result of symbol envelope amplitude feature extraction. Big data information fusion and association rule mining
methods are used to detect advanced persistent intrusion of wireless sensor network mobile terminal. The simulation results show that

the proposed method has high accuracy and good anti—interference, and improves the security of the wireless sensor network.

[ Key words] symbol; envelope amplitude; feature extraction; network intrusion; detection

0 51

Wt 2 A% I I 45 1 B R 1R A e, ok AR ik
PO 28 By 22 A2 BT BIAROR S TE | JCER A R 0 2%
S WK R JC 2k 3 {5 A4 3 20 15 7 =X, R 3 TR
AR L 8 I IO AR TR 2 AT R R A R
SRAE L i, BEAR = 0T {5 5 AY 19 3 10 W i 4 Al i e
ZRUIMRE S TE R T JC A R4 I HE 47 A T 38
AR, Z B AR TR TR A RS0, (RS 3l
Pt B R R L 5 BEHEAT Ok M 45 9 A% Bl
Yty e PR S AR I BE T, B i 9 46 19 42 4
1@[2] .

BT JCLk A 1% 0 24 75 5 1 B0 B sl 2 i g A 21
PEAAR B IR, HEAT JCL AL R 25 7 B 2% i v 45
Bk MR FE BT, S M 2 2 a1k 12
H LT T (0 2% 1 (RS I TC ke A TR M 25 7% Bl 4 iy
AR AR BUE R I R et TR
e IR 45 ) T TT A% i £ 3 0 A8 SR 5 AT AR

B C A RS2 R, 2% MR (R AR A I, S AR
R, o S EA T 0 EI A, 45 A ARS8

1 NERTEENEEETARFEES T

1.1 BIHKHSRIFEENEBTRENE

R T SE BN TCLR AL IR A N 45 1 F% o 280t 2 R b
SEPE AR TCIRTIN , 1 Se T B R T I 45 T T A
A3 A AL IR BT FIR 46 AR BB TC 15 38 AL SR
R, S5 G AR TP S0 8 AR 65 T 1)
EFRIEBE U 1 | $HEA T4 45 U8 Bt RVRSAE B, v XoF
W 2 AAZ RS0 BRI R R 11 SR A 215 8%
5 R TR IR B S IR U 25 4 vk, S A%
B R A S AR C R B R R T AR b
WATHT AR RN ARSCE T B Tk W 45 8% sh 2 AR 1Y
S AABRINE 1 R

TERE 1 7R I JCLk 265 8 sl 200 A2 10 A
B h SR AT EER G = (V,E) BRAR
T AR BRI L 4T A5 o S B i 1 B

EBRIAT: KBIHE(1983-) , 55 Bk, JRI 46 TR, EROFE T 1) 5 B 5 M4 E 4 L] Baiiz i,

Wi A 2018-12-20

EY W EFRERELN ¢ % 5.7 L5 2 A




156 & OAe

L2 N A | = T A

BERRE T —T7 5 Bl v e V ; AR ICTER B K i
A3 AT Y Sink BERKEE K e, I AT —3E 1 R
e €k, B s FNIREE N JCLA% BN 45 1% s
BEABHEE X ={x, ,x,, - ,x,} AL Sh A b )
FRELTE AR PR BE R T 2 A% 8% I 28 B4 40 19 SR A
TS 2 T e A T R G(A) | G(B)
W B sh 2t i RS M AR IREE T TR AL RN 4%
BRI ARE S < w,y > HA B I—X 5, ok
TR A B A A T A (u,0) e E L FEE
TCL AL RN 45 75 2l 2 i e AP M AR KB R A
RIS

X,(k)= FFT [x,(k) x,(k+1),.x(E+N=-11", (1)
X,(k)= FFT [x,(k) p,(k + 1) i, (k + N =117, (2)

P2 ki 19 45 Ne PRER 24 Nb TR £ Na

Bl1 TEMEBHERNETRIHRE

Fig. 1 Wireless network mobile terminal intrusion node
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Fig. 2 Persistent intrusion detection output for wireless sensor

network
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Fig. 3 Symbol envelope amplitude extraction result
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Fig. 4 Intrusion detection performance comparison
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