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Lightweight and fine-grained access control scheme
based on wireless body area network
FANG Baogang, ZHANG Jialei, NIU Guangli, JIA Yuanyuan, FANG Kai
(Electronic Institute of Electrical Engineering, Shanghai University of Engineering Science, Shanghai 201620, China)

[ Abstract] With the rapid development of wireless communication technology and embedded medical sensor technology, wireless
body area network ( WBAN) technology has been widely used. How to effectively protect data security during data sharing in
WBAN is a key issue to be solved urgently. Considering the limited resources of WBAN sensor nodes and the dynamic
characteristics of accessing users, an attribute encryption scheme based on ciphertext strategy (CP-ABE) and outsourcing computing
is proposed. Compared with the existing schemes, this scheme has the characteristics of faster encryption and decryption speed,

lower communication overhead, fine—grained access control, and certain security.
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Fig. 1 System model of medical data transmission scheme based on

attribute encryption
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