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An online study model based on ELM algorithm
LU Chao, DONG Yuning, QIU Xiachui

(School of Communications and Information Engineering, Nanjing University of Posts and Telecommunications,
Nanjing 210003, China)

Abstract; The diversity of network applications poses new challenges to network traffic classification. How to accurately identify
the known class and the new class traffic in the changing environment, then realize the online model update, finally include the new
class into the known class category has become the key point of research. To solve this problem, an online learning model based on
Extreme Learning Machine (ELM) algorithm is proposed in this paper. The distance measurement based on ELM algorithm is used
to select auxiliary training samples, and the new class detection is carried out according to the distance measurement threshold. The
binary classifier of the new class is identified in series to include the new traffic class, and the model is retrained when the number
of series classifiers reaches the set value. The test results on real network flow data sets show that the known F1 scores and open set
overall accuracy NA of the proposed method can reach above 0.9. Compared with representative literature method, it has better
performance in the classification and time consumption.
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Fig. 1 Online learning method based on ELM algorithm
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2020 ﬁiﬁﬁzjf?? E]}]B Eﬁj(%)ﬁé [)(_)S]rf/;,ii)fﬁ Wireshark[zsj ﬂ‘( BT Facebook , Hangsout , Skype 2 000x3
,fﬁl:%%ﬁ%‘: EIJ , ISCX %Q&}Fﬁﬁ% , % 1 %ﬂi‘\:{ 2 é/r_} H—'l AR BitTorrent , Skype , YouTube 2 000%x2
;}'&*E% E/‘Jﬁfﬁg/f%‘l%\ . Tk Fip . skype_file 2 000x2
£1 NYHEE 1P if+# VoipBuster 2 000
Table 1 NY data set LFER Facebook 2 000
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Fig. 4 d;, distributions of known and new classes on the ISCX dataset

E 4 A, B d,, P ARE0,0.1] 1
DX JE] PR, B A AR o3 A WIAR G 43 10, 2945 16% FE A
SPAETE[0,0.1] P9, [0.1,0.9 ] F X a] N 43 A e 4
iy AR LLBIES AN 5, d,, KT 0.9 BIREA 5 e K E
i, K4 A5 UL T8 P (A T 2R A 2 AT
AP0, BIE B A 0.1 gin] LASEA B2t , v] LIS
S 93% 2o A7 B L HIZEF 84% /o A7 W T MR AR
ANTIATERAT 2 16% BT FEAR S e B A2,
X O SRR A BRI
2.3 HBNISEARRIERE

R T e 2.2 R R A SR E o E

SRS IR AL, AR SR 1A Tl B DI e AR ) SEL i
e th AT E A RMEAN & T B 2RO REAAE Sy il Bl
W ZRREAS, B T5 95 0 1 J0 A5 28 B0t 48 ol 46
o € (BB +&] MFEA, T R AC HEA
AIbRIE, & BOZBEEAT LB/, O T Bk iz R Y
AR AN 2.2 AR R 2 SRR, B i
0.1, & BN 0.01, 75 JoHR A8 K 4R Hh i 0 F 17 4
BOYIZRAEAS , i 1T 2 S 26 A Bl e A 2 —A>
Ty MR T E SRR AR AR AT I
GETXINE d,, , AT ITEGEE AR — A REAHE
B2, d,,, R EAETSEI, FE i, &0

w_y X ==



114 /ORI B NS5 NMOA

14 3%

d.. =1, RIGIATETT, SR WK 5 i,
FIE 4 g5 RAL, ERZE d,, RE R A
TE[0,0.1 1 IX TR, Aad el FRE T 3% &£ 47, {H

100.0 [~
90.3
90.0 [~
80.0 I~

70.0 [~

60.0 [~

%

50.0 [~
40.0 [~
300~
20.0 [~

10.0 - 4.9 4.7 4.4 &S
3.0 1.6

0.9 0.4

JEPAAEL0,0.1] (1 X TR] N AT AR A B HL A T
BT I, N RE T 10% ZcAy, U T 4 Bl g
ENPEE: C

= [ENSIES Bk

58.8

0

0-0.1 0.1-0.2 0.2-0.3 0.3-0.4 0.4-0.5

0.5-0.6 0.6-0.7 0.7-0.8 0.8-0.9 >0.9

B 5 ERHBIGEREH, ST

Fig. 5 d;, distribution after using auxiliary training samples

2.4 BT ELM HERFIHEE
ARSI VR BB o3 OHT AR e 2 2R A
FAVEE X 2 g e, B0 1 4ath TR
RPN R B AA . T 2 R T R R A
TR .
Hix1 #HERNKRSEHEIRF
BN ELM - set(H, H,); B-733EBME; D -
WikEE; D, - IiRHEAES
Wiy - PR (K, ky k, n)
for each x in D do;
d,, =Hy(x)
if pre = postive and d_,, < B:
y <« Hy(x)

min

y<n

D. . <D

new new

1
2
3
4,
5. else:
6
7
8

. end for

BHix2 REEH

BN m O ; size BTSN ZR e £
iy B R EE; ¢ - BB ELM _new -
set; ELM(H,); D, - fBVNGHEARES; D, -
WAL S D, — TSR D, ., - C
pSIESl| 7R S

WY ELM - Hy ; ELM - H;

1. while sizeof (D, ) = size:

2. for eachx in D .

3 d,., =H/(x)

4 ifd . € (B,B+¢&]

5. Dy, < Dy, U {xf

6. end for

7.  end while

8. uwseD,, and D, train a new ELM-H,,
9. ELM_new — set < ELM_new — set U H,

10.  when sizeof (ELM_new — set) == m;

11. use Dy .. \D,and D, train ELM H;
and H,

12. replace H, and H, with H; and H,

13. clear H

3 XBERSLMH

3.1 EEEERR

S PEAG 8 B f 45 43 2 TR 4R I ) 4 BE T
flio MEUETMER F AR (P) . A2F(R) FI
MR (F1_score) VL5 BARUERI R (NA) . 433
Ah(2) ~ A7) HEKRTE

TP
P=__" (2)
TP + FP
TP
R=__—— (3)
TP + FN



%o B, %, —FhET ELM ZE e g S 115

2XPXR
Fl=""""2 (4)
P+R
NA = MKS + (1 = A)AUS (5)
Y (1P, + TN,)
AKS = —— (6)
> (TP, + TN, + FP, + FN,)
i=1
TU
AUS = —————— (7)
TU + FU

Ho ) XFEZS i kUL, TP, TN, FP, .FN, 435
FORIPISIEF I IEFEA B FREAR S, 73 25 IR 1Y
IEFEARBR G REARLL; TU FU 53 313278 P50 1E 5 A
BRI B A AR BN FRom MR A b B2 2
P, B (A1 BB AL 5 U1 2R sf ] | 7 42 S sk [ A 754
TEH RS ] = AN 1
32 THBSEMSHIEE

SEEFREE N Lenovo Legion Y70002021 2Eic A%,
¥EVEZR S Window 11, CPU A 11" Gen intel Core
i5-11400H @ 2.70 GHz, iz 17 WA 16 GB, f#i /i
Python 523 ELM .3 ELM #1128 o5k #% 120,
FUZ T ARE Y (- 1,1) WEEPLEL, )=
ZC S R (-0.4,0.4) N REHLEL, B2kl B (E g
BR 0.1, 5 B I AR AR 0 38 BUE & 10 0.01, B2
FEABCE IR E] 500 B2 — 432685 SRR BT
A& SHHIE
3.3 LIRS
3.3.1 OSNTC-ELM 43251 fE

R T B UEAR SCOTIA I A 2R MR F R IR 3 R
FEUEATSLHG , Mo i 4 B, 43 e 2 s
AR T AT S, o 3 MESARIR T
IS 4 AR 2 AR ks, i AR 4% B B
FEILEE 3, GUiT A 280 B TERE, 45 L3 4
M5,

®3 WEMBREEE

Table 3 Class information of the test phase

Period known class new class
70 cl,c2,c3 c4
T1 cl,c2,c3,c4, 5
T2 cl,c2,¢3,c4,c5, c6
T3 cl,c2,¢3,c4,¢5,¢6 7

HIZR 4 3 5 Wl AR SCH 5 248 2 D EiR 4k B
AR AT B 73 SR RE , ANk Bt SR R 3
IPRIMTERE A BT P fER I — 7 A g, T
FEARIFALE  TE AT AR TR S, NA 2 2% ~

4% [PTERE N FE
F4 ISCX iRk LitpeRy
Table 4 Performance on ISCX data set

ISCX Known/New P R/AUS F1 NA
T0 Fip_K 0.978 0.988 0.983  0.978
Hangsout_K 0.944 0.974 0.959  0.978
SkypeAudio_K 1 0.956 0.978  0.978
SkyprVideo_N - 0.963 - 0.978
T1 Fip_K 0.988 0.998 0.993 0.974

Hangsout_K 0.970 0.968 0.969  0.974
SkypeAudio_K 0.984 0.954 0.969  0.974
SkyprVideo_K 0.956 0.920 0.938  0.974
VoipBuster_N - 0.946 - 0.974

T2 Ftp_K 0.942 0.980 0.961  0.969

Hangsout_K 0.962 0.972 0.967  0.969
SkypeAudio_K 0.958 0.956 0.957  0.969
SkyprVideo_K 0.915 0.878 0.898  0.969
VoipBuster_K 0.975 0.874 0.922  0.969

Youtobe_N - 0.926 - 0.969

T3 Fip_K 0.998 0.918 0.956  0.956

Hangsout_K 0.993 0.904 0.947  0.956
SkypeAudio_K 0.996 0.982 0.989  0.956
SkyprVideo_K 0.991 0.872 0.928 0.956
VoipBuster_K 0.925 0.964 0.965  0.956

Youtobe_K 0.998 0.970 0.984  0.956

Facebook_N - 0.903 - 0.956

F5 NYHIEE LR
Table 5 Performance on NY data set

NYD Known/New P R/AUS F1 NA
70 Game_K 0.963 0.986 0.974 0.963
Huya_K 0.992 0.960 0.976  0.963
KugouMusic_K 0.994 0.956 0.975 0.963
QQMusic_N - 0.951 - 0.963
T1 Game_K 0.938 0.998 0.967  0.957
Huya_K 0.988 0.972 0.980 0.957
KugouMusic_K 0.946 0.946 0.946  0.957
QQMusic_K 0.897 0.878 0.887  0.957
TxMeeting _N - 0.919 - 0.957
12 Game_K 0.958 0.992 0.974 0.955
Huya_K 0.996 0.976 0.986 0.955
KugouMusic_K 0.932 0.956 0.944  0.955
QQMusic_K 0.894 0.846 0.869  0.955
TxMeeting _N 0.949 0.888 0.917 0.955
Wechat_N - 0.956 - 0.955
13 Game_K 1 0.976 0.984 0.921
Huya_K 1 0.958 0.976  0.921
KugouMusic_K 0.998 0.876 0.933  0.921
QQMusic_K 1 0.870 0.930 0.921
TxMeeting _N 0.996 0.904 0.949  0.921
Wechat_K 1 0.974 0.987 0.921
Douyu_N - 0.931 - 0.921
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PO UEAT H A A A 2 AN BESE LA IRIE 3 AR
PAFIEK, et 10 A T3 BYBEAr2SERE . 7 ASG JF
P BRCE B R EOR I 2R SVM o 2888, 7
CD-ORS J7i R S B il H 2 2R HUB e A
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#6 T0 KB ASG,CD-OSR,OSNTC-ELM "1
Table 6 Performance of the ASG,CD-OSR and OSNTC-ELM in phase 70

Dataset Method P R/AUS Fl1 NA
NY ASG K 0.887 0.846 0.866 0.921
N - 0.957 - 0.921
CD-0OSR K 0.907 0.804 0.852 0.857
N - 0.845 - 0.857
OSNTC-ELM K 0.938 0.924 0.931 0.963
N - 0.976 - 0.963
ISCX ASG K 0.892 0.904 0.898 0.927
N - 0.937 - 0.927
CD-OSR K 0.914 0.805 0.856 0.875
N - 0.877 - 0.875
OSNTC-ELM K 0.967 0.965 0.966 0.983
N - 0.980 - 0.983

#x7 T3 KM ASG,CD-OSR,OSNTC-ELM %6
Table 7 Performance of the ASG,CD-OSR and OSNTC-ELM in phase 73

Dataset Method P R/AUS Fl NA
NY ASG K 0754 0719 0736  0.775
N - 0.813 - 0.775
CD-OSR K 0771 0683 0725 0.685
N - 0.718 - 0.685
OSNTC-EIM K 0919 0906 0912 0925
N - 0.927 - 0.925
1SCX ASG K 0758 0768 0763 0.7l
N - 0.796 - 0.741
CD-OSR K 0777 0684 0728  0.701
N - 0.745 - 0.701
OSNTC-EIM K 0938 093 0937 0951
N - 0.931 - 0.951
N - 0.937 - 0.951

\
H1% 6 TR, FEFEAT BB, A SO BRI TX B 2R 5 C 2R R I GbE A E B2k

Feri:, 5 ASG Jrik b, AR SO R EVAIZE FL P
171 6.8% , NA Y415 5.3%,, ASG Jrikfe B2k
T TR, 28 5 0 B RSREAKI 5 R 28, T LA
ELI2E Recall B, PR X4 0 £ A2 o6 14 17 28R A
SRR GAEA = B AR, A1) X SR AR 1)1 25

AW EA DT RS RE Ty, 76 2 DB 4
I AUS Hyfgis 3] 0.9 LU L,

5 CD-O0SR Jr A0 I, A SO B HIZE F1 R
Y 9.2% , NA F115 10.2%, T RENEEAR
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