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Abstract: In order to solve the security problems such as privacy disclosure and illegal attacks in the authentication process of users
and servers in the Internet of Things, a three—factor bidirectional authentication protocol based on ECC is proposed. Firstly, elliptic
curve cryptography algorithm and Hash function are used to combine user password, biometric characteristics and smart card to
generate three — factor authentication codes, which can improve system security and reduce system computational complexity.
Secondly, the authentication parties use two information exchanges to achieve bidirectional authentication. And digital signature and
timestamp are introduced to ensure the accuracy and timeliness of authentication, so as to enhance the protocol’s security. Finally,
after completing the authentication, an automatic session key update mechanism is designed to prevent the security problems caused
by session key disclosure. The operation time of the protocol is tested in the Ubuntu22.04 virtual machine environment. The
experimental results and analysis show that the scheme is robust against various known attacks. Compared with other schemes, the
proposed protocol has obvious security and performance advantages.
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Fig. 1 Diagram of IoT device authentication
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Table 2 Process of registration

User U, Server
Select: 1D, ,PW; , B, D, PW Select: SR, (PK; ,SK;)
Calculates and calculates;
Gen(B;) = (B ,Q) M, = H(ID; | SR) @ PW;*
PW; = H(PW, | h(B;")) SC; = {(PK;,SK;) ,SR,M, |
A, = H(ID, | PW,) 5¢; Store {ID;,PW; ,SR,(PK,,SK;) ,M;}
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Table 3 Process of login and authentication

User U; Insecure channel Server
Inserts SC; into the card reader
Inputs:ID, ,PW,,B;
Calculates ; Rep( B; ,Q) = B/
PW" = H(PW, || h(B))
{R;,T;,Sig,Aul Check if | T, =T, |< AT?

Check if A, = H(ID, ® PW )7  ———
and use PK; verify Sig
If so,choose r; € Z ,T; .
if so calculates .
Calculates:R; = r,P E, = Au - H(M, | R, || SR)
Sig = Sigen (HUD, || R;)) Dec(E,) = ID; and verify ID, = ID,?
E = Enc[’KL(IDi) if verification holds,choose n € 7, ,T;
Au = H(M; | R; | SR) +E, Calculates: N = nR; and
Cheek if |7, - T)|< AT? tAs, N, T} As = H(ID, | (M, ® PW;} ) | N)

if so,calculates ;
As" = HUID, || (M; @ PW ) || N)
Check if As' = As?

if so,output success
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l.Eavesdrop (R,,Sig,Au,T;) on the insecure
channel,
where R, = r,P,Sig = Sigg (H(ID; | R;)) ,Au =
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2.Call Reveal 1 on input M, and Sig, let (PWi*/ ,
SK.) < Reveal 1 (M. ,Sig)
3.Call Reveal 2 on input PW; let (PW,) «
Reveal 2 (PW.")
4.Compute Dec(E;) = {ID, |
if ID; = ID, and PW, = PW, then
Accept PW, as the secret key PW, of the
server
Accept SK; as the secret key SK; of the shared
key

return 1

else return 0

end if
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2.Call Reveal 1 on input PK, and P, let (r,,
SK.) «<Reveal 1 (Sig,R,)

3.Compute SK; = PK,P let E; = Enc, (ID,)

4.Call Reveal 2 on input Au,let (M, SR) «
Reveal 2 (Au)

if Au =H(M, | SR |R,) +E, =Au
Accept SR’ as the secret key SR of the user

+ E,As =

return 1
else return 0
end if
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Table 5 Approximate time cost of related operations ms

bincs bR (P e |
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Table 6 Computation costs comparison ms
B PG ALAE]
Ali’s protocol [V 207, + 4T, + 4T, = 263.672
Yu’s protocol (¢! 4T, = 56.436
Kumar’s protocol 17! 6T, = 84.654

Proposed protocol Ty, + 2T, + Ty + Ty + T, + 2T, = 41.359
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Table 7 Storage cost comparison bits

1328 Fr it AR

Ali’s protocol ['1 160 X 6 + 160 x 51 + 160 x 2 = 1 280 + 800n
Yu's protocol [ 160 x 11 + 160 X 4n + 160 x 2 = 2 080 + 640n
Kumar's protocol (77 160 X 6 + 32 + 160 x 5n + 160 x 4 = 1 632 + 800n

Proposed protocol 1 120 + 160 + 480n = 1 280 + 480n
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Table 8 Communication cost comparison bits
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