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Design and implementation of differential privacy algorithm
based on federated average

JI Yanging, ZHANG Yujin, XU Haojun

( School of Electronic and Electrical Engineering, Shanghai University of Engineering Science, Shanghai 201620, China)

Abstract; With the rapid development of information technology, a large amount of data has been generated, and data—driven
machine learning models have been widely applied in people’s daily work and life. Accuracy and generalization ability are two
important indicators of machine learning models, which require learning from a large amount of useful data. In some machine
learning application scenarios, various data sources are unable to directly exchange data, which seriously affects the ability
improvement of machine learning models. In response to the risk of data privacy leakage, this paper designs and implements a
differential privacy protection algorithm based on federated average, which combines learning and training efficiency with data
privacy protection capabilities. The experimental results show that the proposed algorithm can achieve good data privacy protection
capabilities while sacrificing some communication efficiency.
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Fig. 1 Illustration of federal average framework
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Fig. 2 Accuracy rate of 50 rounds of noise—free test method
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Fig. 3 Test accuracy of 50 rounds with added Gaussian noise
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