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Design and automatic deployment of virtual industrial control network range
CHEN lJilong, ZHAI Jianhong

( College of computer science and technology, Harbin Institute of Technology, Harbin 15000, China)

[ Abstract] The rapid development of the Internet in the 21st century has led to the innovation of industrial informatization. More
and more industrial control systems have been transferred from the original closed network to the open Internet. While the resource
utilization rate and work efficiency have been continuously improved, the vulnerability of industrial control systems has been
gradually exposed in the public perspective. The study of industrial control safety started late, and there are insufficient talents to deal
with the problem of industrial control safety under network and informatization. At the same time, due to the complexity,
professionalism and closure of the industrial control system, there are not many software and hardware platforms available for
industrial control safety research and testing in the market, and there are widespread problems such as large cost input, complex
operation and low flexibility. This paper presents an industrial control network range solution based on virtualization technology.
OpenStack and Snort systems are used to realize the virtual simulation of industrial control scenarios at a low cost of investment and
consumption, so that the research on industrial control safety education can be carried out on the virtualization platform.
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Fig. 1 Range structure
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Fig. 2 Virtual area architecture
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Fig. 3 Network topology XML configuration tree structure

XML B BB EEF 7008 4 ANJEIR M 283

ST T a3 R ED SN VAL R SrE g = Rt St e

BB SO BRSSO T2R — R UG 50 R RIRER S SRR G LA AR5 28 =R IR



55

WRiti e, A5 MEAUME T MR i3T5 [ sl A ikes: 59

AL T I AR S E B SCPE, B0 - A2 w0 HEAUAIL
A, U R SR A R SIS B S 5 56 DY
JEUR RV I A8 4 s (8 31 ) 2 0 0 4% HE
SAFN B R

FIRZE R T A 45 A S a0 & i e B4

PHRSE O XML BC B R ik D, A SCIRPE L3 2 F-
5 B BEIRRRE PR ] T TR AL S50k g (DFS) | 55
TERZO AR AT i — B RALE | E FIARE
ETEZE, BERE|_E—, HR R B f# it A
MESE ., DFS B i P i3 sk 1 B

X1 DFSHIFEREX
Tab. 1 DFS algorithm

G G IE L 2s))

L T8 E AR A

2 AR5 T AT A EL I oA i 7 B TR, I Z A A R
3 MMERBAS BB 7 i, Ui TR0 2 BRSO BA B, IR 2, ELBIBAS 2,
4 B TR YT, W P — A iR IR T, ERPIR 2, (BPMIEEmA) .

Wt 5T, 45 A OpenStack SDK Ff & T. B
£, BIAT S X R UL Ak A% W 25 1) 3 s AR 8 TR
MBS 928

ARSI A 1) F Akl T E 3253 D iy o A
J S PN ER 23, i A Sl B A ) i e LAl
P AL, AR T 6 SR 43 DA T B SR O B |
JEADL G Y5 AR 2B AR R DL B U I e, 25 A5
HIOCER A 4 F7R

i B SRR B
H
it
RSB A | AU U5 B A e
i}
()
DL S

B4 BEHFRAXR
Fig. 4 Module call relationship

TR ER B AR IR 2 Fias

*2 BIUBBRE
Tab. 2 Automated deployment process

B IR

~N O kR W N =

BIR OB A AR, O AT H B SCFA A

JHHH read_project_xml PRECGRICT 4% /2 3L 25 301 B A4 4% SR PEAE

R H FERLE S B create_project_and _user PRECEI AL H 25 8] I FH P,

AR 4 B (networks set) , P8 FH read_network _xml PRI 4% 45 J& PE1E,

MM E A S, W deploy_network PREUAE AL ZE R AR 4, HEIMZEE RS,
AT 2R EE (routers set) , PE ] read _router_xml pRECHREUHS H #9845 Jm MEAE
IR R S EAES, VU deploy _router PRI R FUL K B 4, AL UR 6, H B AR E A,

8 A AL A 4E (security groups set) , VA FH read_securitygroup_xml PREGKIUE 4145 )@ PEAH

9 gk AR E A B, W deploy_sec_group PREUA: BUB LN % a4, R TR 8, HEI % M4 N

tt)}

10 A HEIHLEE (vms set) , P read_vm_xml BRAEGRBUR N 8 PEAE .

11 m# B HLEC E (5 B, VI deploy_vm eREUE BURIIAL, R ALK 10, HBRRIMLE RZ

12 AR AHEE (dockers set) , P8 FH read_docker_xml PRECIRIA #5845 @ MEAE

13 MEBRAEASC B S, deploy_docker pREUE AR, AR 12, HRR ML Z

14 A& AR H MM BOR TR B R R BIA SR AR L IR 3 BT, B RRESRINBAT T —2

15 GBI T SERGTRE E AR

FHEST R 2 A0 BR M 4005 5L [ A o VR i A
] B RO 0 B R A i 454
2.4 TEHGEN

TP IE R T A 45 2 4 rh 2 56 d B 1 —
W, ASCEEXT Snort V-5 1 & T WF5E 404, JFAEHEE
filh BT T PMURI R E8E . REE
BN A P JT1H s — 2 2 I T HE W 2 e A a3

S RSN WDV E = QUL (i s g Al
SR TR BT RR S AR (Y
ARG 2 rp g | O 8 2 A s SE I N BT i 4%
PR 7 Bl

2y BT EINELESS F AN DNIINNE WA
It , 41 modbus . dnp3 55, A AYWIE T Z A AL FT BRI,
PRSIIEA A TE QNPT 18 7 TR, A TF IR



60 B o /5 M5 MM

510 %

A2 BN GHEA T 70 A7 | 1L BT 157 50 TR B
WO 2380 o D Re A &8s 6L A BORBFIE 43
By BEAS I FEA X BB A% FERT, S F UL LHE, Snort
MNAZ RIS 15 55 18 1 D5 A28, vl LUR 47 4k
JEAHSC T AL R S BN T4 DS A A

R T PR ON T A PSR I R Gtk 1 7
i

() FE TG R LA 5 EAE . %
X H AR HR T L 5w SRR S 0 R TE
PRI IR LA 65 F XA R 40099 265 oA ) Ml 45 o]
Bt i R AT I I R S I R AR T
OpenStack HEFAM 2538 5 14 4714, B OpenStack BRIk
BT T S ml2 ARSI )R O
A = )2 0 AR B 280 25719 5

(2) 76 TR 1 R A 28 h 58 . B 1K T
P USRI 2R G038 58 AE He il = - 5 A6, AR SR i

FRGEHIE BUR AR S, PTAE RS 26 i, A
T BT KR AR 55 .
3 KR5S
3.1 SRR

TE OpenStack F & I+, i F— 5 B G IR 55 28 16
AR R AR SR T R R R LML = ] ) £
HMGTIRIIBC . o3 AMEFH M S BEOGIR 55 a1 15T
A TTIE B AR . 7RIS A B3I Nova
ZHAFFN Zun A3 00 REAUA HE T AR 26 100 W4 )2 2L
WM 25

FE TP R I & 1 i — S BB IR 55 4%
&4 T Snort+Base [ ASZ KM R S, Snort SZHLXT K
DA 9 2 A UM A2 4%, Base SEI T 60 A I 45
RTAALJE R . U 5 BB O IR 55 4 O T B A 5k 3
No

=3 PEINERE

Tab. 3 Server configuration

name Type Cpu Memory Storage System
Controller PhysicsMachine 8 1%,2.13HZ 326 500G Ubuntu 18.04.5 LTS
Compute PhysicsMachine 8 #,2.13HZ 326G 500G Ubuntu 18.04.5 LTS
Compute PhysicsMachine 8 1%,2.13HZ 326G 500G Ubuntu 18.04.5 LTS

Snort PhysicsMachine 4 #%,2.13HZ 8G 100G Ubuntu 18.04.2 LTS
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Tab. 4 Virtual resource deployment test results
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