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[ Abstract] This article has initially explored the vulnerability of deep learning models. One of the potential reasons for this is due
to its highly sensitive local linear behavior in the network structure. The adversarial training proposed to train deep learning models
against the perturbed training set is an effective regularization method that can alleviate its vulnerability. While traditional adversarial
training algorithms rely on known attack algorithms, their performance is very limited when resisting them. Advance adversarial
training defense strategies based on feature mask and feature padding without relying on adversarial examples are proposed in this
paper to improve the robustness and security of the DL models, and verifies the better defense performance of our proposed

adversarial training defense mechanisms on public traffic sign and face recognition datasets in the adversarial scenario.
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Fig. 1  Legitimate samples (top) and adversarial samples
( bottom)
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Fig. 2 Architecture of deep neural network
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Fig. 3 Adversarial example under local linearity
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Fig. 4 Nearly locally constant under adversarial training
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Fig .5 Feature mask mechanism
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Fig. 6 Feature mask transformation example
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Fig. 7 Feature padding mechanism
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Fig .8 Feature padding transformation example
RGBT R R FM — 3 @53 5 AREHLYE
TEASE M RIRURORS BE A 1 00, 80 ey 2 A%
Xt AFEAE A A XEBE , A I 21 B4 b B A RICR
[RIAE, D T b SRR R i 2 A0 R, SO L A91]
PEIE (W, W + 2], [H,H+ 2] JLEN,

3 £ I

31 ZEWIRE

TNE G TR AR B 28 42 U 22
AP 5 o AR SCIE S TF Y A8 AR IR U EidiE
£E(GTSRB, Belgium) A 5] (ORL) %4 45 -
AT TR C S AL PR | RRIEAE R TR 4 2 32
x32 SRJE A B B RFIEHE AR FMRURRAE SECRD FP XS
UM RS R 50 UE AR X B PR B A By A 1 R,
FAE R 1,

F1 IHEHEESM
Tab. 1 The datasets used in experiment
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Tab. 2 Different deep neural network architectures
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Tab. 3 The analysis of the vulnerability of deep learning models %
GTSRB Belgium ORL YALE
DNN, DNN, DNN; DNN, DNN, DNN, DNN; DNN, MTCNN FaceNet MTCNN FaceNet
No-attack  98.30  97.59  99.10  89.00 95.00 93.10 95.50  87.90 95.5 93.8 98.5 98.8
FGSM 44.80 4845 50.25  33.10 45.10  50.25  52.00  30.00 30.2 45.5 45.0 50.5
C&W Attack  2.00 0.88 3.70 0 1.00 0.38 0.50 0.50 0 0.5 0 0
£4 BT CQW MHHFRNI MG ITHRER
Tab. 4 Results of adversarial training based on C&W adversarial examples %
GTSRB Belgium ORL YALE
DNN,+ DNN,+ DNN;+ DNN,+ DNN,+ DNN,+ DNN;+ DNN,+ MTCNN+  FaceNet+ MTCNN+  FaceNet+
C&W  C&W  C&W C&W C&W  C&W C&W  C&W C&W C&W C&W C&W
No-attack 98.50  98.00  99.15  90.20 97.50  99.00 98.50  91.00 96.00 97.50 90.50 91.02
FGSM 84.00 88.50 86.55  73.50 80.05 81.00 83.00  71.00 64.00 68.55 70.50 67.00
I-FGSM  70.50  65.00 70.15  66.80 66.20  62.50  56.15  50.80 45.20 55.20 58.95 55.10
R-FGSM  73.28  68.50 72.50  68.00 63.8 60.50  62.50  58.00 53.21 58.05 63.25 60.50
C&W Attack 92.00  90.58  93.45  90.00 89.50  87.58  90.05  87.50 90.50 89.00 90.50 91.08

N T A SR R PIZEEE T FM F FP XTI
1 75 0 SRS AR 22 AR T B0k A R, AR S
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PRI 5 Hh BN R LR 5, &

Jo, WIHERR 3 n] LI L BEA R BR R A 58 i, %F
PUMEIZR A5 2 0 0 X e < B A ] 8 1)
FE LT DNN, AL 7 A [a] Bl 56 s 1A X 47t
FEARIIRETT . LY af AR B T AR IR Y X i
N2 AT LASRAR Z2 6 AL A9 XSHUREAS A1 L TR et
PEUIZRAEAR Tl A 3] T —E R 4R i
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Tab. 5 The results of adversarial training based on feature mask %
DNN, +FM( GTSRB) MTCNN+FM ( ORZ)
R ERR

No-attack FGSM I-FGSM  R-FGSM C&W Attack  No-attack FGSM I-FGSM  R-FGSM C&W Attack

10 98.17 93.00 89.50 91.00 90.50 98.78 92.89 90.00 90.10 89.90

20 98.09 91.20 89.88 90.25 90.30 97.50 90.50 88.00 89.55 91.00

30 97.89 90.50 90.58 91.28 92.10 98.09 91.00 90.01 90.05 90.50

40 97.53 89.90 90.00 89.50 89.50 97.88 89.00 89.98 88.59 90.25
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Tab. 6 The results of adversarial training based on feacture padding

GTSRB MTCNN+FP FaceNet+FP
DNN, +FP DNN, +FP DNN;+FP DNN, +FP
No-—attack 97.80 98.50 98.05 89.25 98.12 98.55
FGSM 90.50 89.20 88.28 85.89 90.10 92.35
C&W Attack 90.00 91.52 91.55 89.50 89.50 89.00
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FXFHUREA A X B M U1 25 B AR SR W, I 8 I 28
FRiFIR B EE % GTSRB , Belgium F1A K 1R 51 B4
4E ORL YALE I+, 5040F T A4 H A8 00 )1 25 5 1
TR 1 DA AP R A A (A AR 2 A T () T
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