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Research on monitoring video encryption technology based on chaotic cipher
XU Hui, TONG Xiaojun
(School of Computer Science and Technology, Harbin Institute of Technology, Harbin, 150001, China)

[ Abstract] With the rapid development of computer network communication technology and video compression coding technology ,
video applications based on network transmission have become an indispensable part of people’s lives. However, since the public
network is completely open, some video data involving confidentiality or privacy cannot be directly transmitted, and some technical
means must be used to protect the video information. Video encryption is an effective security protection method, and the traditional
encryption algorithm cannot apply to encrypt video information due to high computational complexity. At the same time, the code
stream analysis and data extraction are performed on the compressed video surveillance code stream. Under the premise of ensuring
the compatibility of the code stream format, the video data part is encrypted, and the real —time encrypted transmission of the

monitoring video data is realized.
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Fig. 1 Spatial traversal of Logistic and NOC
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Fig. 2 Lyapunov exponent spectrum
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Fig. 3 Video encryption effect
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