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Research on image feature extraction method for
privacy protection for cloud computing
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[ Abstract] This paper proposes an effective and practical privacy protection method for feature extraction of large—scale encrypted
image data in a cloud computing environment. In order to ensure the security of the operation, this paper designs the Secure
Multiplication Protocol (SMP) and the Security Comparison Protocol ( SCP). The method randomly segments the original image

data and distributes the feature extraction operations to two different cloud servers to maintain its key characteristics while achieving
efficiency and security requirements. The experimental results show that compared with the existing methods, the method has higher

recall rate and accuracy, and has lower computation and communication overhead.
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Fig. 1 The comparison between matching precision and recall of

the two algorithms
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algorithms
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Fig. 3 The comparison of communication overhead of the two
algorithms
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