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A method of network security situation assessment based on deep learning
YE Liang'?, TAN Zhenjiang'
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[ Abstract] A method of situation assessment of network environment based on deep learning is proposed. Risk network message
which acquired in scanning is classified and its feature is extracted to train the CNN to predict the impact of attacks on the network.
At the same time, the current network situation is evaluated as a whole. Quantitative description of the overall network security
problem can be used to evaluate the risk of attacks from different protocol layers, different sources and different means, in order to

schedule resources for interception and protection.
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Fig. 1 Processing of CNN
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Fig. 2 Result of situation assessment
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