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Research on Web-based Session Management Vulnerability Detection Technology
XIE Pinzhang, ZENG Desheng, PANG Shuanglong

(Department of Information Engineering, Guangdong Innovation and Technology Vocational College,
Dongguan 523960, Guangdong, China)

[ Abstract] Web session management covers all user control from login to leave the Web application. It plays an important role in
improving the usability and friendliness of the application. It also increases the risk of illegal access to the Web application without
providing correct credentials. Firstly we make a detailed analysis of the Web session management vulnerabilities, then according to
different types of Web session management vulnerabilities, corresponding detection methods are designed, and on this basis the
prevention measures of Web session management vulnerabilities are proposed.
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Fig. 1 Model of session management vulnerability detection system
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