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The detection and analysis of instant messenger traffic flow

HU Yang, YU Xiangzhan, LI Kai

(School of Computer Science and Technology, Harbin Institute of Technology, Harbin 150001, China)

[ Abstract] This paper studies the instant messenger traffic flow from two aspects: traffic detection under the condition of limited
number of packets and protocol analysis based on Petri nets. Through mutual information analysis, the paper compares the amount of
information provided by different packet numbers for traffic classification. Statistical test and performance evaluation based on
confusion matrix are used to analyze the result of the classification for getting the best packet number for machine learning classifier.
By using formal description of protocol based on Petri network, the paper transforms the attack behavior of the protocol into new
elements inserted in the network to analyze the possibility of successful protocol attack by matrix operation. Therefore, this paper
designs and implements an instant messenger traffic detection and analysis system, using selection of packet number, machine
learning and Petri analysis for instant messenger flow classification and message restore.
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Fig. 1 The result of mutual information analysis
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Fig. 4 Traffic detection and analysis system
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Fig. 5 The accuracy of classification
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